What are Cookies and What Data Do They Collect?

Cookies are small text files that the web browser stores on a
computer (either in the browser folder itself or in program
data). When you first visit a website, a new cookie is created,
which subsequently collects the information accessible to the
website operator. Some browsers store all cookies in a single
file. The information in this text file is divided into attributes,
which are recorded individually. The most common attributes
include:

. A randomly generated and unique number: Enables the
computer to be recognized and facilitates web
applications such as online shopping and online banking.
For instance, selected items remain in the shopping cart.

. The domain name: Refers to the website to which the
cookie relates. Multiple cookies can be created if, for
example, image files are hosted on another server.

. User settings: Stores language and specific preferences
to save users from having to reset the website.

. Time on the website: Statistical evaluation of the time
spent on the website or its subpages.

. Entered data: Web forms like email addresses, names,
or phone numbers, as well as search terms.

. Visited subpages: Data on visits to product pages, crucial
for online marketing.



. Metadata: Includes expiration date, security
requirements (e.g., “https only”), and other
specifications. Some cookies are deleted after leaving
the website, while others may persist for years.

Who Stores Cookies and Why?

Cookies are primarily stored on the client-side. However, the
server operator can obtain copies of these so-called first-
party cookies when they are sent back by the browser.
Cookies enhance user-friendliness by considering habits,
visited websites, and adapting web functions.

For website operators, cookies provide valuable data for
creating statistics and user profiles. These profiles facilitate
personalized advertising and targeted online marketing
(“Behavioral Targeting”).

Third-Party Cookies: Set by third parties, these cookies
collect data on browsing behavior across various servers over
extended periods. They enable personalized advertising, such
as displaying ads for medications after frequent visits to
health-related websites. Privacy advocates criticize them as a
primary cause of the “glass user.”

Consent to Use Cookies

Since the EU Directive 2009/136/EC, website operators must
inform users about data storage through cookies. Users must



accept the use of cookies when visiting a German website for
the first time. By clicking or continuing to use the website,
they agree to storage, both locally and server-side.
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